This is a short, illustrated introduction to security setting for Macros in Microsoft Excel
2003 and 2007. We first do Excel 2003. Under the Tools menu pad is found the choice

“Oetions”.
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Below is shown the Options window with the “Security” tab selected. There is a button
called “Macro Security”, which we utilize to get to the next window.
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We now get to the window of interest for Macro security settings. In my case I choose
“Medium”.
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When I open up a MS Excel workbook that has macros, I get the following window. I
have a choice between enabling or disabling macros in that workbook. The status request
workbooks used for ANU statusing have several macros that aid the user in making
sensible entries, so the choice in that case would be to enable the macros.

Security Warning El

" Temporaryiwarkinoval i Statush July
2009 returnedianu_July_09_RuMI_Status_tarig.xls" contains macros.

Macros may conkain viruses, It is usually safe to disable macros, but if the
macros are leqitimate, you might lose same funckionality,

Cisable Macros Enable Macros ﬂ) Mare Info

If the macros aren’t enabled, you will see something like the following in Column X

when you make a change to dates or %. The entry in Column X will be “4NAME?”.
This indicates that the macro isn’t working.
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Below I illustrate what happens if the macro security setting is “High” and you open up a
workbook with macros in it.
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j Macros are disabled because the security level is set to High and a digitally signed Trusted Certificate is not attached to the macros, To run the
.

mactos, change the security level to a lower sekting (not recammended), o request the macros be signed by the author using a certificate issued by
a Certificate Authority.

Hide Help << | Open in Help Window |
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You may encounter this error for the following reasons: j

1. Macro security is set to:
+  Very High and the application encounters a signed macra, buk the macro was aukarnatically disabled, Use the Fallowing procedure to enable

the macro:

1. Select the Tools menu option and then select Macro and Security. In the resulting Security dialog, set the security level to High
by clicking the High radio button,

2. Close the file and any other instances of the application currently running on the computer (close all applications that also use the
application you are currently running).

3. Open the file again and examine the certificate of trust details and set the Always trust macros from this publisher box if vou ;I




Next I illustrate the case of MS Excel 2007. To set options in this case, use the button at

the top left.
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The next window that appears is shown below. At the bottom right there is a button for

“Excel Options”.
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Once you choose “Excel Options” you see choices on the left hand side. I have chosen
“Trust Center”. That has a button “Trust Center Settings”, which is our next choice.

Excel Options

Popular
B @ Help keep your documents safe and your computer secure and healthy.
Farmulas
Proofing Protecting your privacy
Save Microsoft cares about your privacy, For more information about how Microsoft Office Excel helps to protect your privacy,
please see the privacy statements.
Advanced ] i :
Show the Microsoft Office Excel privacy statement
Customize Microsoft Office Online privacy statement
Customer Experience Improvement Program
Add-Ins
rb-"[ruﬁ-'CeMer - Security & more
Resources Learn mare about protecting your privacy and security from Microsoft Office Online,
Microsoft Windows Security Center
Microsoft Trustwarthy Computing
Microsoft Office Excel Trust Center
The Trust Center contains security and privacy settings. These settings help keep your computer =
secure, We recommend that you do not change these settings, Trust ﬂt&f Settings...

Here we see the Macro Settings. I made the choice “Disable all macros with
notification”.

Trusted Publishers

Macro Settings

Trusted Locations ! 1 ;
For macros in documents not in a trusted location:

Add-ins {:} Disable all macros without notification
] . @ Disable all macros with notification

ActiveX Settings
O Disable all macros except digitally signed macras

F* Macro Settings 4 {73 Enable all macros {not recommended; potentially dangerous code can runj

Message Bar Developer Macro Settings

External Content
Trust access to the VBA project object model

Privacy Options

With that choice, I get something that looks like the following if I open up a workbook
containing macros

@ Security Warning Macros have been disabled. Options...

If I click on the “Options” button, the following appears



Microsoft Office Security Options

@ Security Alert - Macro

Macro

Macros have been disabled. Macros might contain viruses or other security hazards, Do
not enable this content unless you trust the source of this file,

Warning: It is not possible to determine that this content came from a
trustworthy source. You should leave this content disabled unless the
content provides critical functionality and you trust its source.

Maore information

File Path:  Z:%...a\ANU Status'July 2009Yreturnedanu_July_09_MuMI_Status_tarig.xls

{®) Help protect me from unknown content {recommended)
) Enable this content

Open the Trust Center | Ok | [ Cancel ]

And now I can make the choice to Enable the macros in the workbook. I might also get
the following window

Microsoft Dffice Excel Security Notice

@ Microsoft Office has identified a potential security concern.

Warning: It is not possible to determine that this content came
from a trustworthy source. You should leave this content disabled
unless the content provides critical functionality and you trust its
SOUFCE.

File Path: Z:\...MU_TurnAround_Export_EightMaonthWindow_in_progress. xls

Macros have been disabled. Macros might contain viruses or other security
hazards. Do not enable this content unless you trust the source of this file.

More information

Enable Macros ] E.Eisable Macros |




